
OPINION

A “Digital-Ready” TNI: Embracing 
Cyber-Defense / Offense

Navigating Zaken Cabinet & Ministry Expansion 

In an era where cyber-threats can 
cripple entire economies and wreak 
havoc on national security, digital 
transformation is no longer optional 
for Indonesia’s National Armed Forc-
es, or TNI. The rise of cyber-warfare 
demands a shift in thinking, strategy, 
and capability. For TNI, this signifies 
not simply bolstering the nation’s de-
fenses but also preparing for digital 
offense. The question is: how?

Building a Digital Infrastructure
First and foremost, TNI must es-

tablish a robust digital infrastructure. 
The development of a dedicated cy-
ber-command center is critical. This 
center would function as the “nerve 
center” for all cyber-operations, inte-
grating cutting-edge technologies to 
detect, analyze, and respond to 
threats in real-time. According to re-
cent studies by cybersecurity experts, 
an effective digital defense relies on a 
combination of secure data centers, 
advanced encryption techniques and 
a fortified network that repels unau-
thorized access or potential breaches.

For TNI, this could involve develop-
ing a secure, military-grade network 
that utilizes multi-layered defenses 
and geographic redundancy, to avoid 
single points of failure. It is a strategy 
that has been effectively employed by 
countries such as Israel and the Unit-
ed States, where digital infrastructure 
is built to withstand both physical 
and virtual attacks.

As the October 20, 2024 inaugura-
tion of President-elect Prabowo Sub-
ianto and Vice President-elect Gibran 
Rakabuming Raka approaches, dis-
cussions regarding cabinet formation 
have emerged. One of the atten-
tion-getters is establishing a “Zaken 
Cabinet,” or “cabinet of experts”.

Ahmad Muzani, Secretary General 
of the Gerindra Party, stated that 
President-elect Prabowo Subianto 
aims to form a zaken cabinet in his 
administration. Muzani further em-
phasized that Prabowo intends to ap-
point experts qualified in their respec-
tive fields to lead the ministries.

The term zaken cabinet refers to a 
cabinet made up of professionals and 
specialists in their respective areas, 
also known as a “business cabinet” 
(Mochtar & Madinier, in Nggilu & 
Wantu, 2020). However, forming such 
a cabinet requires balancing the inter-
ests of political parties that supported 
Prabowo-Gibran. At the same time, 
the coalition backing Prabowo-Gibran 
is now broader than it was during the 
2024 presidential election. Eventual-
ly, Prabowo’s leadership and cabinet 
will depend on how he navigates his 
administration.

The discussion around forming an 
“expert cabinet” has aroused another 
debate: the potential expansion of the 
number of ministries. Since May 16, 
2024, the idea of adding more minis-
tries has surfaced, along with the 
talks to amend Law No. 39 of 2008 on 

Investing in Human Capital
However, technology alone is not 

enough. Qualifications of the  people 
behind the technology are equally 
critical. TNI needs to cultivate a new 
generation of cyber-warriors — high-
ly skilled personnel trained in the in-
tricacies of both defensive and offen-
sive cyber-operations. According to a 
report by the Center for Strategic and 
International Studies, countries like 
China and Russia have heavily in-
vested in building cyber-capabilities 
within their armed forces, creating 
specialized units that are adept in 
both areas.

Indonesia can learn from these 
examples. Recruiting top talent from 
Indonesia’s thriving tech sector and 
establishing partnerships with lead-
ing universities could create a talent 
pipeline, one specifically designed to 
serve TNI needs. Furthermore, regu-
lar training and development pro-
grams will ensure these personnel 
remain conversant with the latest 
threats and technologies.

A Unified Cyber-Command 
Structure

A crucial aspect of TNI’s cy-
ber-strategy should be the formation 
of an integrated Cyber-Command. 
Currently, different branches of the 
military handle cyber-operations in-
dependently, an environment which 
can lead to fragmented efforts and 
delayed responses. Centralizing com-
mand under a unified structure would 
streamline decision-making and en-
sure a coordinated response to any 
cyber-incident.

The Cyber-Command should not 
only coordinate within TNI but also 
with other relevant agencies, such as 
the Badan Siber dan Sandi Negara 
(BSSN) and the Indonesian National 
Police (POLRI). This integration would 
help align military cyber-strategies 
with broader national cybersecurity 
policies, fostering a more cohesive de-
fense mechanism.

Enhancing Intelligence 
Capabilities

Intelligence is the lifeblood of any 
military operation, and cyber-warfare 
is no different. TNI needs to develop 

State Ministries. The Legislative 
Body’s Working Committee (Baleg 
Panja) of the House of Representa-
tives (DPR) has approved the law re-
vision as a DPR-led initiative.

During a plenary session to dis-
cuss drafting the State Ministries Bill, 
all political factions expressed their 
support for moving the bill forward. 
Some critical revisions were ap-
proved, including removing Article 
10, which previously stated that dep-
uty ministers are career officials, as 
included in the draft law explanation.

Another significant amendment is 
to Article 15, which previously limited 
the total number of ministries to 34. 
However, the revised article allows 
the president to determine the num-
ber of ministries based on the govern-
ment’s needs to ensure effective gov-
ernance. The revisions to the law also 
suggest monitoring and reviewing the 
State Ministries Law. 

The discourse around expanding 
ministries was also backed by the ap-
proval of DPR’s Legislative Body (Ba-
leg) on revising the State Ministries 
Law on September 12, 2024. It will 
soon be ratified at the plenary session 
next week. As the discussions prog-
ress, the question remains: how will 
the government balance forming an 
expert-driven cabinet without adding 
more ministries? 

Forming a cabinet is a presi-
dent-elect’s prerogative, including the 
decision to add ministries. However, 

robust capabilities in cyber-intelli-
gence gathering and analysis. Re-
al-time data collection, artificial intel-
ligence-driven analysis, and machine 
learning can all help identify potential 
threats before they materialize.

The U.S. Cyber-Command, for ex-
ample, operates on the principle of 
“persistent engagement,” actively 
monitoring global networks to detect 
and disrupt potential threats. This 
proactive stance could serve as a 
model for TNI, which would benefit 
from a more aggressive approach to 
cyber-intelligence.

Building Cyber-Deterrence
Deterrence remains a critical ele-

ment of modern military strategy. To 
this end, TNI must not only defend 
but also develop credible offensive cy-
ber-capabilities. This doesn’t refer to 
responding to indiscriminate attacks 
but rather the capacity to respond 
swiftly and decisively to any cyber-ag-
gression. Offensive capabilities serve 
as a deterrent, signaling to potential 
adversaries that attacks on Indone-
sia’s digital infrastructure will not go 
unanswered.

Any such capability should be gov-
erned by clear rules of engagement, 
aligning with international laws and 
ethical standards. This balance en-
sures that Indonesia is prepared to 
protect itself, while maintaining its 
standing in the global community.

Cultivating a Cybersecurity 
Culture

A shift toward a cybersecurity-fo-
cused culture within TNI is essential. 
This means going beyond just special-
ized training for a few; it requires fos-
tering awareness and vigilance at ev-
ery level of the organization. Regular 
training sessions, simulations and 
stringent protocols for digital hygiene 
can help mitigate the human factor 
— often the weakest link in cyberse-
curity.

Leveraging Emerging 
Technologies

The future of cyber-warfare will 
likely be shaped by technologies that 
are just now emerging. Artificial intel-
ligence, quantum computing, and 

it’s important to remember that ex-
panding ministries also means a 
bloated bureaucracy. Maintaining an 
efficient, effective structure that de-
livers top-notch public services 
should remain a priority. Prabowo 
Subianto must optimize the existing 
bureaucracy, ensuring it operates ef-
ficiently while upholding good gover-
nance principles to enable excellent 
public service delivery without ex-
panding ministries or agencies, while 
improving current performance.

The Prabowo-Gibran administra-
tion also has the option to form an 
expert-driven zaken cabinet while re-
taining the support of their political 
allies, by requiring party representa-
tives to possess specific expertise, 
aligning them with his government’s 
vision. Hence, a broad coalition and 
an expert cabinet can coexist. How-
ever, transparent internal selection 
from political parties is required, and 
they must delegate only qualified in-
dividuals to serve in the administra-
tion. Beyond party affiliates, profes-
sionals and experienced volunteers 
could also be included in the zaken 
cabinet.

Another crucial aspect Prabowo 
and Gibran must consider in forming 
their cabinet is their commitment to 
anti-corruption efforts, which should 
be upheld by the Prabowo-Gibran 
team and their supporting political 
parties. A strong stance on anti-cor-
ruption is vital to ensuring a clean 

blockchain are among the innovations 
that could revolutionize digital de-
fense. For example, AI can significant-
ly sensitize threat detection and re-
sponse times, while quantum 
computing could provide break-
throughs in encryption. Blockchain, 
known for its security and transpar-
ency, might be employed for secure 
communications and logistics.

To harness these technologies, TNI 
should establish research collabora-
tions, together with academia and the 
private sector, as well as invest in de-
veloping in-house capabilities. Coun-
tries like the United States and China 
are already investing heavily in these 
areas, and Indonesia must do the 
same to stay competitive.

Building a National Cyber-
Defense Ecosystem

Digitalizing TNI is part of a broader 
initiative to build a national cyber-de-
fense ecosystem. This ecosystem 
should include government agencies, 
private companies, and international 
allies working together to create a lay-
ered defense system. Public-private 
partnerships will be crucial in devel-
oping cutting-edge solutions, while 
international cooperation will provide 
valuable insights into best practices 
for cybersecurity.

The Path Forward
The stakes have never been higher. 

As digital threats continue to evolve, so 
too must TNI’s strategies and capabili-
ties. The digitalization of TNI is not just 
a matter of technological upgrades but 
a comprehensive transformation that 
requires commitment, investment, and 
collaboration at all levels.

The time for action is now. TNI 
must embrace digital transformation, 
not as an option, but as a necessity for 
securing Indonesia’s sovereignty in a 
rapidly changing world. As we look to 
the future, we must ensure that TNI is 
prepared to defend against the invisi-
ble threats of tomorrow, just as it is 
against the visible threats of today.
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and effective government.
Addressing these factors will allow 

the next cabinet to reflect diverse in-
terests, successfully implement the 
vision, mission, and programs prom-
ised during the 2024 election cam-
paign, and continue the work of the 
previous administration. Constructive 
opposition will also play a key role in 
maintaining checks and balances 
within the government and parlia-
ment, ensuring a healthy democracy 
and sound governance.
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